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Abstract

In this paper we study concurrency control for the special type
of real-time systems with the following assumptions:

A family of optimistic concurrency control protocols for real-time
persistent systems with critical performance requirements and very
tight deadlines is proposed.
Under assumptions that almost all transactions are extremely
short and read-only and the entire database resides in main memory (which are realistic for this type of applications), we propose
distributed concurrency control protocols which exploit the virtual
memory management for concurrency control. Virtual memory
management is required anyway, so the additional overhead is extremely low, especially for most frequent read-only transactions.
Two variations of the proposed protocol are described and compared with alternative approaches.
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• most of transactions are read-only;
• most of transactions are extremely short and have very tight
deadlines (say, the transaction should commit in tens of milliseconds after arrival);
• data items accessed by transactions are very small, but may
have complex structure and links, so any mismatch with programming language should be avoided.
For the latter reason, the persistent store of the system in question should be organized as a type of an object-oriented database
system.
Further, for external reasons, such as reliability and performance, the system is distributed over several processing units.
To meet the performance requirements (regardless of concurrency
control) it is necessary to place the entire database into main memory. Even under this assumption, the concurrency control becomes
a problem due to unacceptable processing overheads (e.g. locking
of a single data element usually will require several remote procedure calls, each of which may consume few milliseconds - a significant percentage of time allowed for the whole transaction before
deadline.
On the other hand, the probability of conflicts is extremely low.
For this reason, a concurrency control algorithm with low overhead
is highly desirable.
A family of optimistic concurrency control protocols which can
meet these requirements is described in this paper.
We assume that the database is main-memory resident. To keep
overhead minimal, we choose page-level granularity of access control. The objects are expected to be very small, hence object-level
control would result in increased amount of processing necessary
to keep track of accesses. This decision might lead to decrease of
concurrency, but this is not for read-only transactions, which are
our major concern.
The rest of the paper is organised as follows.
In section 2 a model of the environment is described and motivated. Section 3 outlines the simplest version of the proposed concurrency control scheme. More sophisticated protocol with multiversion concurrency control is discussed in section 4. A comparison of the proposed techniques with other approaches is presented
in section 5, and conclusion summarises results of the paper.

Introduction

The concurrency control techniques for database systems, developed in late 70-ties, work fine for conventional databases, but are
inadequate for new application areas. To meet requirements of
some of these new applications, several advanced transaction models were proposed and evaluated [3, 4]. Most of these new models
relax some or all of ACID properties of transactions to allow certain types of co-operation or enhance data sharing between different transactions. This is especially important for applications where
human co-operation is essential, e.g. various types of collaborative
design or production. That is, significant research effort was spent
to improve functionality of transactions.
However, these advanced models are of little, if any, help for
systems where performance issues, such as response time, are critical, e.g. real-time applications. Typically, these systems rarely
require sophisticated transaction interactions, but have severe additional constraints imposed on concurrency control. The additional
requirement is that transactions may have deadlines for commit
time [5]. Significant amount of work was recently done in this
area [5, 1, 9]. In particular, it is shown in [5] that optimistic concurrency control protocols can significantly outperform traditional
locking-based pessimistic ones, due to better CPU utilisation.
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2 The Model
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Conceptually, we assume that the real-time system runs on a multiprocessor hardware platform with shared memory. In realty, the
shared memory may be virtual, implemented over a network.
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This type of hardware attracted significant attention of researches during few last years. The interest is especially stimulated by appearance of 64-bit addressing, which makes possible
to explore single virtual address space for several computers for
implementation of operating systems and persistent object stores
(e.g. [6, 10, 11, 8]). Another implementation of distributed shared
virtual memory is proposed in [2] and used for implementation of
distributed object directory.
However, in this paper we are not particularly interested in the
implementation architecture of distributed shared memory and we
describe our concurrency control algorithms in terms of a specific
model of the system.
The hardware configuration in our model consists of several
processors which all can access directly shared persistent virtual
memory. We assume, for the purposes of this paper, that this memory is completely reliable (so that we do not need to consider recovery after memory failures, which can be efficiently implemented in
a way similar to described in [7]). However, the processor failures
are possible in our model.
Each processor possesses a certain amount of private volatile
memory. The address space is sufficiently large to include all
persistent memory at any time (consequently, we can assume that
memory addresses may be used as object references, which is not
essential for this paper, however).
Each transaction runs within a process (which may probably
migrate from one processor to another, but this is not essential for
our purposes). Each process has it’s own virtual address space of
equal size which potentially can include the whole shared persistent
memory (as well as private volatile memory of the processor).
The memory is segmented into pages, and each process can
access memory via the page table which is maintained for each
address space separately.
The relationship between process and address space is not necessarily one-to-one correspondence, we only need to assume that
only one transaction can run in the address space at any time.
In addition to (local) page tables for each address space, we
need a global page table (probably maintained as a page table of the
transaction manager process, which may run on any of processors).
Both hardware and the operating system provide some support
for virtual memory (this assumption is not too restrictive). In addition, we assume that transaction manager can provide call-back
functions to virtual memory manager and can influence the page
replacement policy through these call-back functions.
We assume that hardware can trap both attempt to access a page
which is not present in the active page table, and attempt to write
data to a page which is marked as read-only in the active page table.
Finally, we need some low-level protection of shared memory
against concurrent updates of a single location, as well as some
communication facilities connecting the processors (so that they
can notify each other on certain events). In other words, our concurrency control should ensure global consistency provided that local updates are protected by hardware.
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be invoked from regular application process (e.g. via exception
handler), and in any case it can also access global page table.
The transaction manager maintains a transaction counter, which
should be globally unique. This counter may be also used to define
serialization order. It may or may not be coupled with logging, or
may reside in a single location of the persistent shared memory. In
the latter case this location may become a bottleneck of the system. However, we need some kind of transaction counter to ensure
serializability.
The protocol requires some data structures which allow to determine when the particular page was last updated. There are several ways to maintain this information. For example, each page
may contain a log record number provided by logging service
(hence at no cost for transaction manager).
Alternatively, the transaction manager can maintain a ”black
list” of recently updated pages.
To present the protocol, we further describe actions performed
by transaction manager on certain events.

3.1

Transaction Identifiers

The transaction manager registers the new transaction, creating a
globally unique sequential transaction identifier.
There are two possibilities to create the identifier:
• The identifiers may be obtained from a centralised service
(e.g. via counter in shared memory, as mentioned above).
• Each transaction manager maintains local transaction
counter, and the global counter is used only for writing transactions.
The transaction identifier should contain:
1. the value of global counter (advanced when a writing
transaction commits),
2. transaction manager identifier, and
3. local sequential number (relative to the global number).
The advantage of the latter implementation is that the identifiers
for most frequent read-only transactions can be assigned locally on
each processor without any synchronization with other transaction
managers. However, this structure of identifier is essential for the
protocol described in the following section.

3.2

Read Operation

When the transaction attempts to read some data in the shared persistent memory for the first time, an addressing exception occurs,
and appropriate virtual memory manager is invoked.
The required page is located (using the global page table) and
inserted into the page table of the requester for read access to this
page. However, this is done only if the page was not updated after start of the requesting transaction, otherwise the requester is
aborted.
Once the page was inserted into local address space, it remains
there at least until the transaction terminates (a kind of a non-steal
policy), so all subsequent accesses to the same page can be performed without any interruptions or overheads other than hardware
resolution of virtual addresses.

The Rough Algorithm

The main idea of our protocols is to use virtual memory management to trace access to persistent data and to detect the intertransaction conflicts.
The algorithm described in this section uses minimal additional
data structures and is very simple, so that the overhead is minimised. However, it may cause unnecessary transaction aborts and
decreased performance due to extra restarts.
We assume that the transaction manager has access to page tables of all address spaces that are in use on the same processor.
The transaction manager may either use separate process or may

3.3

Write Operation

When a transaction attempts to update the data in shared persistent
memory, an exception occurs, because initially each page is available in (at most) read-only mode.
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4 Version-Based Approach

The exception handler then creates a private copy of the page
to be accessed and appropriately updates the local page table. This
copy may or may not be allocated on the persistent memory.
In addition, the transaction is registered as writing transaction
and the manager makes housekeeping records to be able to handle the private (shadow) copy properly when the transaction terminates.

3.4

In this section we describe an enhancement of the protocol which
avoids multiple aborts of read-only transactions when writing transaction is committed.
In this protocol, we use multiple versions of pages and allow
read-only transactions to access previous states of updated pages.
To implement this feature the transaction manager should maintain additional data structures to keep track of existing versions for
each (recently) updated page, and this data should be consistent for
all transaction managers.
Each version of a page has associated version number, which is
equal to global part of the transaction identifier (which is increased
when writing transaction appears).
During the initialisation of a transaction an interval of admissible version numbers for this transaction is calculated.

Abort

In case of abort of the read-only transaction the information about
this transaction is discarded. When writing transaction aborts (e.g.
for it’s internal reasons), all updated pages (that is, private copies)
are simply discarded and all information about this transaction may
be erased.

3.5

Read-Only Commit
4.1

When read-only transaction attempts to commit, the transaction
manager validates if this transaction had conflicts with other transactions (that is, the transaction should be validated).
The complexity of the validation depends on the data structure
used to track updates and on the amount of updates performed by
writing transactions. More detailed description of possible alternatives and trade-offs will be included in the full version of the paper.

3.6

When a transaction attempts to read data from a page of shared persistent memory, the transaction manager looks for the page address
in the global page table. If the page is found there, this page has
only one version, which is made accessible to the requester.
Othervise the transaction manager looks for appropriate version
of a page in the list of versioned pages and selects a version which
is suitable for the requesting transaction (the selection is based on
the transaction identifier and the version number associated with
each version of a page).

Update Commit

When writing transaction attempts to commit, the transaction manager performs validation procedure. The transaction is aborted (and
planned for restart), if another writing transaction was committed
after the start of the transaction in question. This is a very rough
decision, actually two writing transactions cannot run in parallel,
but under assumption that writing transactions are extremely infrequent this decision may be acceptable. To make the decision, it
is sufficient to compare the identifier of the last committed writing
transaction and the transaction in question.
If the transaction may be committed, then its updates are reflected in the global page table and all other transaction managers
are notified that the transaction is being committed.
Then the updated pages are removed from all local address
spaces in which they were present. If a read-only transaction will
not access such page again, it may commit, otherwise it will be
aborted on attempt to re-read the updated page.

3.7

4.2

Write Operation

If transaction attempts to write to the latest (or the only) version
of a page it can proceed the same way as in the Rough algorithm,
otherwise the transaction is aborted.

4.3

Abort

The transaction aborts are processed the same way as in the rough
protocol.

4.4

Read-Only Commit

The read-only transaction can commit regardless of any other circumstances, because proper versions of each page it accessed were
provided at the first access.
The only responsibility of the transaction manager is to perform
clean-up, if necessary.

Crash Recovery

Under assumption that the persistent memory is reliable (that is,
the recovery is implemented at another layer), few actions should
be performed when processor restarts.
All page tables for this processor should be cleared, and new
transactions can be executed provided that the transaction identifiers can be consistently obtained from the persistent memory.
Some additional clean-up activity may be necessary if private
copies of updated pages for failed transactions are kept in persistent
memory.

3.8

Read Operation

4.5

Update Commit

The validation of the writing transaction includes check of all updated pages. If for some pages which were updated by the transaction in question more recent versions exis the transaction should be
aborted, otherwise it commits.
Some special care is required to update version control tables,
but we omit the details here.

Correctness

The correctness of the algorithm described above is obvious due
to the fact that all writing transactions are executed serially. Every
commited read-only transaction can be serialized before the first
writing transaction committed after the start of read-only transaction in question.

4.6

Crash Recovery

As for rough protocol, nothing except clean-up is required.
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4.7

Obsolete Versions

The major advantage of versioned scheme is that read-only
transactions can always commit, hence most important and timecritical (under our assumptions) transactions are never restarted.
It is hardly possible to obtain realistic analytical performance
estimations for the system in question, therefore, simulation and
measurements on the prototype are necessary to find out when one
of the schemes is better than another.

The detection and removal of the obsolete versions in a distributed
environment is not a trivial task. Two albernatives to solve it are
possible: a kind of “garbage collection” process or a set of appropriate counters.
The latter solution seems preferable because it avoids occasional increase of workload due to activation of a garbage collector.
A table of counters can be maintained with only hardware protection feature assumed in our model (single location may be protected
from accses of other processors). No conflicts are possible because
each processor updates only it’s own counters.

4.8

5.2

Any concurrency control algorithm is either pessimistic, based on
locking, or optimistic. The former algorithms prevent conflicts
forcing transactions to wait for requested resources, while the latter execute transactions concurrently and then check if the actual
schedule is serializable.
The optimistic algorithms can be further divided into ”forward
validation” and ”backward validation” types. The former algorithms abort all running transactions which are in conflict with the
transaction to be committed, while the latter abort the transaction
under validation if it is not serializable with already committed.
Both algorithms described in this paper are optimistic backward
validation.
The common disadvantages of all optimistic algorithms are:

Correctness

The correctness of this protocol is even more obvious because every
commited read-only transaction work with same state of database
which was at the time of its start.

4.9

Variations

There are few design issues not mentioned in the description of
both algorithms.
During normal processing, new pages are included into page
tables of address spaces used by transactions, but they are not removed until the transaction terminates. Different strategies are possible for cleaning of local address spaces:

Restarts The number of restarts will not be significant due to
our assumptions, especially for versioned scheme, where the
most important read-only transactions are not restarted at all.
For Rough algorithm, the number of restarts will be greater
than for standard optimistic algorithm due extra restarts of
writing transactions.

• the address space may be cleaned on termination of each
transaction;
• pages are removed (on transaction commits) only when the
size of page table exceeds certain threshold1

Validation Normally requires significant computational resources
and is a major reason of poor performance. In versioned
scheme the validation is not present for read-only transactions, but is hard for writing transactions.

Note that the address space is cleaned unconditionally if transaction was aborted for some reason.
The first of alternatives results in increased processing overhead, while the second may increase the number of restarts (because probably transaction inherits some pages which are not necessary for it).
Another issue is removal of obsolete versions. To detect the
fact that the version is obsolete, some sort of garbage collector is
required. Again, we omit details here.
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Thus, we achieve major objection of our algorithm - high
performance for most critical read-only transactions.
Huge amount of auxiliary data Both protocols exploit page tables which are used to support virtual addresses and should
be maintained anyway.
For these reasons the proposed algorithms should outperform
standard optimistic algorithm taking into account the specific requirements and assumptions.
The pessimistic concurrency control cannot provide acceptable
performance due to locking overhead and can result in increased
number of missing deadlines due frequent waits.

Comparison

5.1

Other Approaches

Rough vs Version

The only advantage of the rough scheme is the extremely low overhead for successfully committed read-only transactions. This advantage, together with the simplicity of the algorithm, may be very
significant under our assumptions, especially when writing transactions are extremely rare.
The disadvantages of the rough protocol are:

6 Conclusion and Future Work
In this paper we propose an optimistic concurrency control scheme
for real-time persistent stores based on shared virtual memory. The
major advantage of this scheme is extremely low processing overhead, especially for most critical and most frequent types of transactions.
The actual performance gains should be further investigated.
Further performance improvements may be expected when this
concurrency control technique is combined with other functionality, e.g. access control or recovery. We plan to study these topics in
our future work.

• Any commit of writing transaction implies enormous number
of restarts. If the address spaces are not cleared on transaction commit, unnecessary restarts may occur.
• A validation procedure is required during commit of readonly transaction.
1
The latter option cannot be used directly for the version-based algorithm due to
neccesity of cleaning up references to old versions. In this case adress spaces of all
transaction, that potentially used old versions, should be cleaned unconditionally.
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